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Abstract: A novel model-based fault detection and diagnosis method is proposed in this paper that -
based on following event sequences measured in a discrete dynamic process. The model of the nominz.
and faunlty operation modes are given in the form of event sequences, that are decomposed according
1o the components and sub-components present in the process system. The event sequences are defined

using extended procedure HAZID tables [4].
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1 Introduction

Fault prevention and mitigation in the field of pro-
cess system management is a task of crucial im-
portance in avoiding serious accidents. Thus, nu-
merous hazard identification (HAZID) techniques
had been developed in the past decades to en-
sure the safe operation of process systems and
to relieve effects of faults (see [1] for a broad
presentation of the domain). Among these tech-
niques, the most important methodologies involve
the function-driven HAZOP (HAZard and OPer-
ability, see [7]) analysis and the component-driven
FMEA (Fault Mode and Effect Analysis). There
had been results in the past decade for automat-
ing the creation of HAZOP analyses ([6] with a
concrete application described in [5]). Blending
the component-driven and function-driven analy-
ses also resulied in a novel hazard identification ap-
proach described in [3].

Although the information collected in the HA-
ZOP and FMEA studies serve the purpose of haz-
ard identification, these studies can be the basis of
diagnostic procedures, too. A model-based diag-
nostic method based on HAZOP and FMEA infor-
mation is reported in [2].

It is important to note, that the above techniques
concentrale on the static case when the deviation
from a normal behavior is of importance. There-
fore, the case when the plant is controlled by an
operational procedure is not addressed in these re-
sults. A recent study ([4]) tries to deal with the
diagnostic task by using a specially constructed P-

HAZID analysis and a diagnostic algorithm. In
this paper this diagnostic idea is extended to be
able to handle more complex diagnostic tasks - by
taking advantage of a possible decomposition of
typical process systems along their similar compo-
nents.

2 Basic notions

2.1 Qualitative range spaces

Current values of continuous outputs in process
systems can be described using a properly selected
qualitative range space. For example, to describe
the value of a level sensor in a tank, the following
range space can be used:

Q.= {e—,0,L,N, H e+} (D

Here 0 means an empty tank, L, N and H means
low, normal and high fluid level respectively, while
e— and e+ refer to unmeasurably low and high
fluid levels (this might mean a failure in the level
sensor itself). This range space will be used to de-
scribe system outputs during operation.

2.2 Input-output event sequences

Operational procedures in process systems are de-
tailed list of instructions for the plant operator per-
sonnel to perform certain operations on the plant.
Procedures can be formally described using finite
input-output event sequences where a single event



describes a change in either the inpuis or the out-
puts of the system at a specific time instant. There-
fore the syntax of a single input-outputl event (at
time instant £) is the following:

event; = (t; input values; output values)

The inputs in an event always refers to a state of an
actuator component in the process system (eg. in
the case of a valve it can be open (op) or closed
{(cl)). On the other hand, the outputs in an eveni
refer to a value of an output of the process system
in the qualitative range space using the qualitative
set defined in (1). Sequences formed from these
events are called traces and defined as:

T(t1,tn) = eventy,, ..., events,

Separate evenis in a trace contain the same inputs
and outputs.

For every operational procedure there exists a
trace (called the nominal trace) which describes its
behavior under fault-free conditions. The method
compares this trace to other traces which may have
been executed under faulty conditions (called char-
acteristic traces), and the differences (called devi-
ations) are later used to find possible malfunctions
of components in the system.

2.3 Deviations

Nominal and characteristic traces can be compared
by comparing their corresponding event fragments.
The difference between two corresponding event
fragment is described by a deviation. Deviations
are formed from a deviation guideword and the
nominal eveni from which the corresponding char-
acteristic trace event is deviating from. The follow-
ing deviation types are used during diagnosis: .

e never-happened: When the particular event
never happened in the characteristic trace.

e later: When the event happened in the char-
acteristic trace, but at a later time instant.

o earlier: When the event happened in the char-
acterictic trace, but at an earlier time instant.

o greater: When a particular output’s quali-
tative merit was higher in the characteristic
event.

e smaller: When a particular output’s quali-
tative merit was lower in the characteristic
event.

For the detailed description of the greater and
smaller qualitative relations, please refer to [4].
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| Cause [ Deviation l Implication J
TANK-LEAK NH(Z2;0p,cl;L) NH(3;0p,cl;N)
NH(2;0p,cl;L) NH(3;0p,cl;N) NH(4;0p,0p;N)
TANK-LEAK SML(2;0p.c,L) | SML(3;0p.cl;N)
SML(2;0p,cl;L) | SML(3;0p,cl:N) | SML(4;0p.op;N)
POS-BIAS GRE(1;0p,cl;0) | GRE(Z;0p,cl;L)

GRE(1;0p,cl;0)

GRE(2;0p.cl;L)

GRE(3:0p,cl;N)

GRE(2;0p,cl;L)

GRE(3;0p.c:N)

NH(4;0p,0p;N)

POS-BIAS

NH(1;0p,cl;0)

EAR(2;0p.cl;L)

NH(1;0p,cl;0)

EAR(2;0p,cl;L)

EAR(3;0p,cl;N)

Table 1: A simple example of a P-HAZID table.
Inputs: op=open, cl=closed. Outputs: O=no,
L=low, N=normal. Deviations: NH=never-
happened, LAT=later, EAR=eariler,
SML=smaller and GRE=greater. Faults: TANK-
LEAK is the leak of the tank and POS-BIAS is
the positive bias failure of the tank level sensor.

2.4 Procedure HAZID

As a combination and extension of the widely used
FMEA and HAZOP analyses (for details, refer to
[4] or [1] and partly [3]), the procedure HAZID or
(P-HAZID) analysis can be used for fault diagno-
sis during operational procedures in a given process
system. The result of this P-HAZID analysis is
given in the form of a spreadsheet, and it consists
of deviations and possible root causes. Using the
initial set of differences (deviations) between the
characteristic trace and the nominal trace, the set
of possible root causes can be found using simple
reasoning. For details, refer to [4]. A simple ex-
ample of a P-HAZID table can be found in Table
1.

The algorithm uses this technique first to find
possible P-HAZID row(s) to start from (using the
set of initial deviations). Then, following the de-
viation chains defined by these rows, proceeds to-
wards a possible root cause by traversing new rows
based on the initial set of deviations. Using this
procedure, it may end up at a root cause, or at a
row with deviations from which it cannot proceed
forward - because they are not contained in the ini-
tial set of deviations. The algorithm assumes that
the root causes are static, and they happened before
the execution of the procedure has begun.

2.5 Component based structural decom-
position

The above mentioned fault diagnosis based on the
P-HAZID analysis is only developed for process
systems consisting of different individual compo-
nents in [4] - the possible redundancy of such sys-
tems (e.g. multiple components of the same char-
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acteristics) were not taken into account. However,
complex process systems in practice can be de-
composed into a connected network of more sim-
ple components. For example, the process system
in Figure 1 can be decomposed into three smaller
components each consists of an input and an out-
put valve and a tank. It is possible that some el-
ements are part of multiple subsystems, as in the
case of valve VB and VC in Figure 1. These ele-
ments are called boundary components, and are as-
sumed to be error-free during the diagnosis. Traces
affecting different components can also be also de-
composed into a chain of trace fragments each re-
ferring to a single component of the trace. Events
in such a trace fragment have only a subset of in-
puts and outputs of the united trace (only the inputs
and outputs of the particular component is present
in them). Fragments also have information about
the next trace fragment (called the next trace), and
there is a starting condition (an event) that is asso-
ciated with them to help the diagnosis. Along with
the trace fragment, each component has its own P-
HAZID spreadsheet associated.

3 Component based diagnosis

Applying the diagnostic approach described in [4]
on a decomposed process system, the components
can be diagnosed separately against faults, treating
them as a whole system during diagnosis. After the
separate diagnosis, the root causes can be collected
and the resulting set of root causes yields to the
set of root causes in the united system. Using the
component decomposition, the size of the HAZID
information required can be made lower in cases
when similar connected subsystems form the pro-
cess system to be diagnosed. On the other hand, the
global deviations need to be converted into compo-
nent deviations by aligning their time and reducing
the inputs and outputs in their associated events to
component-level inputs and outputs.

The diagnosis is performed by comparing the
whole nominal trace with the characteristic trace,
and then distribute the deviations (differences)
among the components. Before distributing, time
alignment and reduction of input and output states
to component level is performed (including the
component’s boundary elements). After the dis-
tribution, component-level diagnosis may begin to
explore possible problems on component-level.

The diagnosis starts from the first component,
takes the deviations, generates the set of possible
oot causes from them, and then tries to proceed to
the next component by checking the starting con-
dition of the next trace fragment - if there is any.

If the start condition is fulfilled, then the diagnos:

continues, otherwise it halts. For example, in
case of Figure 1 the second fragmeni might ha™=
a start condition containing a statement about 12
minimum level of fluid in tank TA, and in the ca::
of the congestion of valve VA no fluid is cominz
into a system - therefore tank TA is not even fil-
ing up to the specified minimum level. In this casz
the diagnosis stops. The result of the diagnostic &
gorithm is always the union of identified and non-
identified root causes created by the consecutive di-
agnostic algorithm that runs on the components o:
ihe consequent nominal trace fragments.

For reference, the whole diagnostic algorithm s
presented as a pseudo-code in Algorithm 1. Ths
algorithm collects all root causes (sets INC anc
IRC) given a component decomposition, a start-
ing component, and a possibly faulty characteristic
trace.

4 Case study

In the case study the diagnosis procedure for the
process system in Figure 1 is used. Every tank may
contain no fluid (no (0) state), may be low on fluic
(low (L) state) or might have normal fluid leve!
(nermal (N) state). Tank level is considered as an
output. In every time instant the level increases by
one "level” (from no to low or from low to nor-
mal) if fluid is coming through via the input valve
but the output valve is closed. Due to the sarme size
of the valves fluid flow out of the system is similar.
but in the opposite direction (from nermal to low
or from low to no). The states of the valves (open
(op) ot closed (cl)) can be changed by the operator.
they are considered as inputs of the system. Leak
in the tank is assumed to be equal to a size of an
open valve.

The operational procedure used is the initial fill-
ing of all the three tanks with fluid, and is described
in detail in Table 2. The process system can be de-
composed into three components, therefore the fill
operational procedure can be partitioned into three
identical procedure fragments along the component
boundaries (VB and VC valves).

This fragment can be observed in Table 3, it has
only the subset of inputs and outputs (which are di-
rectly related to the particular component - the in-
put and output valve and the tank level). The corre-
sponding component P-HAZID table can be found
in Table 5 with some of the component faults and
deviations leading to them. This P-HAZID table
is used in the case of all three tanks during diagno-
sis, after the time instants of deviations are shiftec
backwards properly.



Factory Autornation 2013

Al

gorithm 1 Component-based reasoning procedure

11:

50:

il
2
3
4
5:
5]
7
8
9

: INC « {0}
. IRC « {0}
. component + startComponent
. continue < true
shift < 0
. while continue do
COMPONENTDEYV < COLLECTDEVIATIONS (component, chrTrace, shift)
FDP < COLLECTFINALDEVIATIONPAIRS(COMPONENTDEV)
for all pair € FDFP do
startDeviation < proji (pair)
startImplication < proja(pair)
STEP(start Deviation, startImplication, component. HAZID)
end for
if component.trace.hasnext and
component.trace.next.startcondition = true then
shift « length(component.trace) — 1
component < GETCOMPONENT(component.t'r(zce.nemt)
else
continue < false
end if
. end while
. function COLLECTDEVIATIONS(component, chrTrace, shift)
DEV « {0}
nomTrace <+ component.trace
for T := 1 to length(nomT'race) do
for all deviation D of chrTrace from nomT'race where 1ISRELATED(T ,component) do
DEV + DEV | J(T — shift, CONVERTTOLOCALDEVIATON(D))
end for
end for
return DEV
: end function
. function COLLECTFINALDEVIATIONPAIRS(DEV)
t* « GETLASTTIMEINDEVIATIONSET(DEYV)
return {(t* — 1,d1) € DEV, (t*,d2) € DEV, (t* — 1,d1) x (t*,d2)}
. end function
. procedure STEP(deviation, implication, hazid)
if IR, deviation = devpazid(R), implication = iMPhazid( ) then
for all { R, devpaza(R) = deviation and iMmPhazid( R) = implication} do
if causepqiq(R) € RC then
IRC + IRC | causepqgzia(R)
return
else if causenazig( R) € DEV and causepgzia (1) < devpazig(R) tn DEV then
STEP(causehqazia(R), devpazia(R), hazid)
else
INC « INC | causepazia(R)
return
end if
end for
else
INC « INC | causepazia(R)
refurn
end if

3: end procedure
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——TA
LEVEL

Figure 1: Process system consisting of 3 similar
tanks.

An analysis trace about the rupture of the second
tank can be seen in Table 4. The size of the leak
is bigger or equal to a size of an outbound pipe,
therefore the tank cannot fill up and no fluid can be
transported to the third tank TC.

The starting condition of the two consequent
component’s (TB and TC) trace fragment is the ap-
propriate "normal” level in the preceding tank. In
that way it can be ensured that diagnosis will be
extended to the operational components only.

Diagnosis of this faulty scenario begins by start-
ing with the first tank component TA. There are no
differences (and therefore no deviations) regarding
this component, and the start condition of the sec-
ond fragment is fulfilled, the diagnosis moved to-
wards the next component TB. The following devi-
ations are found after comparison (due to that two
consequent events did not happened, instead two
events happened with lower output values at time
instant 4 and 5 in the operational procedure):

o never-happened(4;open,closed;low)

® never—happened(S;open,open;normal)
o smaller(4;open,closed;low)

¢ smaller(5;open,open;normal)

The time instant of the deviations were shifted back
by 2 because the second component’s first event
happens at time instant 3. After that, the diagnosis
was initiated on the HAZID table. Searching for
the already found deviations and connecting them
to possible root causes (as in the case of the original
diagnostic idea in [4]) the leak of the second tank
could be found. Because of the lack of fluid in the
second tank, the start condition of the third frag-
ment is not fulfilled, therefore the diagnostic pro-
cess halted at this step, resulting in a single proba-
ble root cause.

Input values Qutput values
VB VC VD |TA TB TC

Time
VA

Table 2: Tank fill operational procedure.

Input valve  Output Valve Tank Level

op cl 0
op cl L
op op N

Table 3: Normal fill in a single tank with no faults.

Time | Input values QOutput values
| VA VB vCc VD |TA TB TC
1 op cl ¢l cl 0 0 0
2 op cl cl L 0 0
3 op op ¢l cd | N O 0
4 op op cl d | N 0 0
5 op op op o | N 0 0
6 |op op op o |N 0 O
7 op op op op | N 0 0 |

Table 4: Tank fill operational procedure with a leak
in the second tank TB. The leak caused two differ-
ent events in the operational procedure related to
TB (in bold), these differences resulted in the four
deviations the diagnosis could start from.

Implciion

TANK-LEAK | NH(Z;op.cliL) NH(3;0p,0p;N)
TANK-LEAK | SML(2;0p.cl,L) SML(3;0p,0p;N)
NEG-BIAS LAT(1;0p.cl:0) | NH(2;0p.cliL)
LAT(1;0p,cl;0) | NH(Z;0p,cliL) NH(3;0p,0p;N)
NEG-BIAS SML(1;0p.cl:0) SML(Z;0p,cl;L)
SML(1:0p,cl;0) SML(2;0p,cl;L) SML(3;0p,0p;N)
POS-BIAS NH(1;0p.cl;0) EAR(2;0p,cliL)
NH(1;0p,cl;0) EAR(Z;0p,cl;L) | NH(3;0p,0p;N)
POS-BIAS GRE(1;0p.cl;0) | GRE(Z;0p,cLL)
LGRE(];op.CI:O) GRE(2;0p,cl;L) GRE(3;0p,0p;N)

Table 5: P-HAZID table of a single tank compo-
nent with two valves for a reference trace of Table
3. Faults: TANK-LEAK is leak of the tank, POS-
BIAS is the positive bias fault of the level sensor
and NEG-BIAS is the negative bias failure of the
level sensor.



5 Conclusion

A novel component-based extension of the single
component diagnostic algorithm presented in [4]
is described in this paper. Using the extension,
the domain of application can be extended to more
complex composite process systems. Driven by the
decomposition of the overall system into compo-
nenis, the P-HAZID tables used for diagnosis are
processed at component level by the diagnostic al-
gorithm. The extended method is efficient in the
cases when the overall process system consists of
similar small components.

The component-based diagnostic procedure was
described on a formal level, along with its proposed
pseudo-code. A case study for a process system of
multiple components and a simple failure was also
provided.

6 Future work

The following improvements are planned to extend
the component-based diagnostic approach:

@ The procedure is based on the assumption that
the boundary elements between different com-
ponents are free of failures. As a future work,
this limitation might be removed by using a
higher level reasoning above the components
(as in a form of a system-level HAZID table,
for example).

e At the moment the algorithm is only working
for already coded static event information in
order to find faults in the system. Diagno-
sis would me more valuable if events would
be processed dynamically, thus the procedure
would be executed real-time along with the
operational procedures.

@ Diagnosis would be more accurate if the
derivatives of internal states (eg. the deriva-
tive of the tank level) would be present in the
events.
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